Center for Physician Education Job Aid
DUO Multifactor Authentication Download, Device

Indiana University Health ) _ ==Y
Registration & Authentication

Qualification:
This document is intended to provide instructions for downloading the IU Health multifactor authentication DUO
mobile app and device registration. CLICK HERE for a brief video on downloading the mobile app. After
download and registration are complete this document provides steps to use DUO PUSH for authentication with
DUO on your computer when working remotely and DUO PASSCODE for authentication when Wi-Fi/cellular
connection are poor.

Step Description: Image

DOWNLOADING DUO MOBILE APP

Navigate to the App Store
(Apple) or Google Play

1 (Android) on your MOBILE
DEVICE:

Al

Type “Duo mobile” ln the SEARCH wil Verizon = 4:27 PM @ @ 60%
field and tap to select Duo mobile: 2 Duomablle

Q) duo mobile

Tap the GET (Apple) or INSTALL Apple Android
(Android) button: i —— e N

& Google Play Q
Duo Mobile
@ —
3 : Duo Mobile
Duo Security, Inc.
Business #9 Top Free

INSTALL

Tap the Duo App OPEN button: Apple Android
ST 20PM ©' 9 60% ML BEOC@EP ~— 3000 4 70%a 523
1 duo mobile © Cancel

Duo Mobile
ok

(-

< duo mobile

W Duo Mobile
Duo Security, Inc.
® Everyone

3.7+* (4958 &) * 1 million £

‘ UNINSTALL
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Tap the ALLOW button:

“Duo Mobile” Would Like to
Send You Notifications

Notifications may include alerts,
5 sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

REGISTER A MOBILE DEVICE WITH DUO
On your computer go to the BEES i
fOI IOWI ng URL — : ' : F’Ieagse enter your Indiana University Health credentials to access the
https://2fa.iuhealth.org and log in tauncher
using your 1U Health NT credentials: m—
1 |
Password

2 Click the Start Setup button:

igill?(()::lsyg:-lsrp:g())lz:l:eaggvSI;ee(:om the What type of device are you adding?
CONTINUE: [IJ (©) aonte phemn ecouveoss
) () Tablet(iPad, Nexus 7, etc.)
HEALTH
3 (_) Landline
What is this? ¥ Securlty Key (YubiKey, Feitian, etc)
Enter your mobile phone number and Enter your phone nurmber
select CONTINUE:
United States v
HEALTH
4 r

{eed help? ex: (201) 234-5678
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Select the type of phone and select '
CONTINUE: What type of phone is ?
IPhone
5 HEALTH A -
Windows Phone

Other (and cell phones)

Select the | HAVE DUO MOBILE

INSTALLED button: Install Duo Mabile foriOS
1. Launch the App Store app and
search for “Duo Mobile".
HEALTH e 2 Tap "Get" and then "Install” to
download the app.
6 What is this? Cf

= Bue Mobike
Cow Seaniy
| have Duo Mobile installed

Need help?

Powered by Duo Security

Open the Duo Mobile app on your

mobile device and scan the Aztec Activate Duo Mobile forI0S

QR barcode: 1. Open Duo Mobile.
2. Tapthe "+" button.
HEALTH 3. Scan this barcode.
7 i ‘ Or, have an activation link emailed to
What Is this? O¥ jou instead
Need help? -
Powered by Duo Security
Select Continue button to complete
registration:
NOTE: You will receive an Activate Duo Mabile for i0S
Enrollment Successful display 1. Open Duo Mobile
confirming device registration is 2 Tapthe "+" button
C0mp|ete. HEALTH 3. Scanthis barcode,
8

Or, have an activation link emailed tt

o

Enrollment Successful!

fOU Instead

Powered by Dup Security
Way to go! You can now authenticate to any

Duo-protected service. .
-‘ Back Continue
Dismiss
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USING A DUO PUSH FOR AUTHENTICATION

Log into the U Health system

Systems impacted when working outside of the IU Health

you wish to access using your 1U network/remote:
Health network (NT) username
and password: ¢ [U Health Team Portal e Cerner
1
e (isco AnyConnect VPN e Diagnotes
e Outlook Web Access e VMWare Horizon View
e  Citrix NSGate e Office365
CI'Ck the SEND ME A PUSH Choose an authentication method
button: [[j B ve usn
2 HEALTH call Me m
NOTE: On your computer a
confirmation displays that a log in
3 request was pushed to your device. =

Pushed a login request to your device...

NOTE: On your mobile device a
4 push alert displays for confirmation
or denial.

iPhone Android
r ~
(= DUo MoBILE now B 0uoMobile - now
“!.'"“ est Login request. Device Management u
L Jest: Device Portal xgin roquast: Dovica Managoment
|- - |

Tap to respond to the request in the
Duo App on your mobile device:

Indiana University

l[l DUD-PROTECTED
@ |UHealth

Abaut passcodes
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Press the APPROVE button:

Return to your computer to access
the desired IU Health system.

USE A DUO PASSCODE FOR AUTHENTICATION

On your computer go to the 1U P

Health system you wish to access m

and log in using your IU Health NT Cemer Expict U Health
Applications

1 credentials:

Outlook 2013  ClaimSource
(Prod)

Click the ENTER A PASSCODE
button when prompt displays:

Choose an authentication method

B Duo Push recommenoen send Me a Push

2 HEALTH 2 Call Me Call Me

gL is this? o
Passcode Enter a Passcode

/]

s e T [0 Remembar me for 24 hours
On your CompUter’ the WIndOW Choose an authentication method
displays a passcode entry field and [II ——
prompts tg Enter a passcode from wentre |
3 Duo Mobile: ; ;

[1 Rememberme for 24 hours

Enter a passcode from Duo Mobile.
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On your mobile device, tap the open
the Duo Mobile App:

2Ue +

Learn more about notifications...

o
371362 -

About passcodes

Return to your computer and type in
your one-time IU Health passcode
and select LOG IN button:

Choose an authentication method

v 5208 _
k& Duo Push Send Me a Push

[] Remember me for 24 hours

Enter a passcode from Duo Mobile.




